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Introduction

olicy Patrol Signatures for Outlook allows you to centrally manage your Outlook
signatures and ensure a uniform corporate appearance as well as utilize your emails as
marketing tools.

1.1 Policy Patrol Signatures
With Policy Patrol Signatures for Outlook you can:

- Add professional email signatures & disclaimers

- Control Outlook signatures centrally

- Ensure uniform corporate email ‘look’

- Utilize emails as marketing tools

- No Exchange Server needed

- Works with Microsoft Outlook and Outlook Web Access

1.2 Why do | need centralized Outlook signatures?

By controlling and managing your company’s Outlook signatures centrally, you can ensure that
the company portrays a uniform corporate email look and that emails include the necessary legal
disclaimers. This avoids users from having to configure signatures themselves, which can lead to
an inconsistent corporate email image and a possible legal loophole. Also, by centrally managing
your signatures, it is a simple process to update a signature with a short marketing message
regarding an upcoming special or event. This allows you to make full use of emails as marketing
tools.

1.3 Conventions

Conventions used in this manual:

= Bold text is used to signify a selection or button, for instance the Deliver button, or the
option Move to Folder.
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Courier font is used to signify text that must be entered in the program, for instance
enter price |list and click Search to search for the term.

Paragraph and chapter names are listed in between parentheses, for instance for
instructions on how to install Policy Patrol, consult chapter 2 ‘Installation’.

Keys are displayed in capitals and in between brackets, such as [CAPS], [TAB] or
[DELETE].

Throughout the manual there are Tips, Info and Notes that contain useful information:

Note type: Contains:

Tip Useful information to get the best out of Policy Patrol
Info More in-depth, background information

Note Important notes that you should be aware of




Installation

his chapter describes how to install the different server and client components of Policy
Patrol Signatures for Outlook and the different system requirements for the server and
client.

2.1 Policy Patrol Signatures components

The Policy Patrol Signatures installation consists of three server components that can all be
installed on the same machine or on different machines:

Administration Console: The Administration Console is used to configure the program.
This component can be installed on any machine. If you wish to configure Policy Patrol
from multiple locations, you can install the Administration Console on multiple machines
and connect to the same Database Server.

Database Server: The Database Server contains the configuration files. This component
can be installed on any machine.

Exchange Server Client: The Exchange Server client is required if you wish to apply
Signatures to Microsoft Outlook Web Access. This component needs to be installed on an
Exchange Server with the mailbox role. If you have multiple Exchange Servers, you will
need to install this component on every Exchange Server with the mailbox role.

Policy Patrol also includes one client component:

1.

Outlook Client: This component needs to be installed on every client machine for which
you wish to control the email signatures in Microsoft Outlook. This installation can be
pushed out to the clients through a group policy. Note that you do not need to install the
Outlook Client if only Microsoft Outlook Web Access will be used.

2.2 System requirements

The following programs must exist in the network:

Active Directory
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e If using Microsoft Outlook Web Access: Exchange Server 2003, 2007 or 2010
e Windows Operating System on the Policy Patrol server machine

e Microsoft .NET Framework 2.0 on the Policy Patrol server machine

The following programs must exist on the client:
e Microsoft Outlook 2002/XP, 2003, 2007, 2010 and/or Outlook Web Access

e Windows Operating System

2.3 Installing Policy Patrol Signatures Server
components

If you have a local Exchange Server: It is easiest to install all components on the Exchange
Server (with mailbox role). If you prefer not to install all the components on the Exchange
Server machine, you can install the Exchange Server Client on the Exchange Server only, and
install the rest of the components on another machine. Note that the Exchange Server Client is
only needed if using Microsoft Outlook Web Access.

If you do not have a local Exchange Server: You only need to install the Administration
console and Database Server, which can be installed on any machine.

To install Policy Patrol Signatures, please follow the next steps:

1. Double-click on PPSO.exe. The Install Program will start up. If you do not have Microsoft
.NET Framework installed, the Policy Patrol installation program will install it for you.

2. In the Welcome Screen, click Next.

3. Read the License Agreement and select | accept the terms in the license agreement and
click Next.

4. Enter your User name and Organization name. Click Next.

5. Select which components you wish to install. You can select from Administration
(Administration console), Database Server (configuration files) and Exchange Server
Client (connects with Microsoft Outlook Web Access. The first two components can be
installed on any machine, the Exchange Server Client however must be installed on an
Exchange Server with a mailbox role. When you are ready, click Next.

6. Enter your serial number or select Install a 30-day evaluation license. Click Next.

N

Only if you are installing the Exchange Server Client: In order to gain access to the
Outlook Web Access signatures, a new Policy Patrol user account must be created. Specify
the User name and Password that Policy Patrol will use. The installation will automatically
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assign the correct rights. Please note that if you want to use an existing account instead of
creating a new one, that this account cannot be a member of the Administrators group. If
the account does not yet exist, leave the option Create this user account enabled so that
Policy Patrol will automatically create the user account. When you are ready, click Next.

8. Click Install to start installing the program.

9. When the installation is completed, click Finish.

# Note

There is no need to reboot the server after installation and no services need to be
restarted.

24 Installing the Outlook client

The Policy Patrol Signatures Outlook client must be installed on each machine with Outlook that
needs to have the signature updated.

To deploy the Outlook Client to multiple clients in one go, you must create a Group Policy Object.
Follow the next steps to create a GPO:

1. Create a shared folder with the .msi files on the Server Domain.

2. Open the Group Policy Management Console, right-click the domain and select Create and
Link a GPO here.

57 Group Policy Management M=

S5 File  Action  Miew Window Help | . =l |

e » | B@Ee B 2

% Group Policy Management Group Policy Objects in vmres.com

EIA Farest: vmres.com Contents | =
EI@ Domai Delegatlonl
T e | P | GPO Status [ /M1 Fiber
Create and Link a Gl g =" Enabled M
Link an Existing GPO. . lr_m SIS e E”abled N°”e
Elock Inheritance oY nanie one
=0 Group Policy Modeling Wizard. ..
C@ MI [' Iew Organizational Unit
L) Sites Search...
- Graup Palicy 1 Change Domain Conkrollr...
-3} Group Policy F .
Active Directory Users and Computers, ..
Mew Window From Here
Refresh
Properkies
Help | i
| [ o
|Create a GPO in this domain and link it to this container |




3. Enter a name for the new GPO and click OK.

5 Group Policy Management S[u]

5@ File Action Wiew ‘Window Help |;|i|l|
BRal= = e
%EUD Policy Management Group Policy Objects in vmres.com
[=1-4% Forest: vmres,cam -
=[5 Domains Contents | Delegation |
-2 vmres. com Name ~ [ GPO Status [ M Filter
‘ZF Default Domain Contrallers P Enabled Mone
{8 Domain Contrallers 8 Miafandt M i Belicn Enablad None
(5 sro [T
'
Marme: IFiIe Spzten|
-2 wm
-3 Sites ,TI Cancel |
{2} Group Policy
{3 Group Policyreomr
4| | i
< |
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4. Go to Group Policy Objects, right-click on the object that you just created and select Edit.

F Group Policy Management M=l

QE File  Acktion Wiew ‘Window Help

JSEDE

eo | BE e XE[R2E

% Group Policy Management
E& Forest: vmres,com
EI@ Domains
=290 vrnres.com
(4 Default Domain Policy
(g5 File System
[£2] Domain Cantrallers

File System

Links

Display links in this Jocation:

Scope |Details| Settingsl Delegationl

I WINrEE. COMm

The following sitez, domaing, and OUs are linked ta this GPO:

=

@ Group Policy Objects Looation ~

| Enforcedl Link Enat

y Default Domain Controlle
Def ault Domain Policy

@ WSS, COM
o)

(3 WM Filke

Mo Yes

2

=-_F sites GPO Status

13 - -
Filtering

{2} Group Policy Mod:

-5 Group Policy Resy

Back Up...

gz in this GPO can only apply to the following groups, users, and o

Restore from Backup...

[

Import Settings...
Sawve Report,.,

enticated Users

| |

Wiew ] I

Remove

Eroperties |

Mew Window From Here

4

Copy

[open the GRO editar Delete |

Rename
Refresh

Help

5. Go to Computer Configuration > Software

Installation and select New > Package.

Settings.

Right-click on Software

6. Enter the path for the .msi file, e.g. \\server IP\<folder name>\Policy Patrol Archiver File

System Agent.msi and click Open.

10
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"t Group Policy Object Editor

Y 1]
Look it I‘__{ file agent on 10.0.0.210 j (€] T 2 M-

E Policy Patral Archiver File Systern Agent.msi l
L Palicy Patral Archiver Web Interface .msi g,

My Documnents

o

ty Computer

File: name: Il\\1 0.0.0.210%File AgentPolicy Patrol Archiver j Open I
Files of type: I\N’indows Installer packages [*.msi] j Cancel |

| | B

7. Select Assigned as the deployment method and click OK.

iti Group Policy Object Editor

File  Action %iew Help

&~ | @[m] B2
f:_.f File: System [WM210 vmres.com] Pc | Name version | Deployment state | Source |
EQ Carmputer Configuration

1-{2] Software Settings There are no items ko show in this view,

e g Software installation
[Z Windows Settings
[_ Administrative Templates
@ User Configuration Deploy Software
[Z1 Software Settings
(23 Windows Settings Select deployment method:
[Z Admiristrative Templates

1 Bubflished

 Advanced

Select thiz option to Assign the application without modifications.

oK I Cancel
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You can check the Permissions by right-clicking on the Software installation package you just
created and selecting Properties > Security Tab.

¥ Group Policy Manogement __________________________________HEH
5@ File  Action ‘iew Window Help |;|i|5|
= @ EeXxE 2

Group Policy g .
e Il

E-@ Dom | Fle Action Wew Help

Y e mEgR R 2T
=

= File Agenk [¥M210,vmres.com] Poli l

=) Computer Configuration General | Deployment | Upgrades | Cateqories | Modifications ~ Sesuiity | ent|Policy Patrol...
=[] Software Settings
-t Software installation Groy
-0 Windaws Settings 4 U
-2 Administrative Templates !ﬁ CREATOR DWNER
El-gg User Configuration i .
H -2 Software Settings ﬁi Domain &dmins WMRES\Domain Adming)
- : = Softwars installation !ﬂ Enterprise Admins [¥MAESE nterprise Adminz)
-5 Siter ([0 windows Settings €7 ENTERPRISE DOMAIN CONTROLLERS =
-
- % Gron, [ Administrative Templates S s
L Gro Add Remove |
Permissions for Authenticated Users Allaw Deny
Full Contral [m] [m]
Read O
i
Write: ] m]
Special Pemissions [m]

For special permissions of for advanced settings, Advanced |
click Advanced. —
ok I Cancel | Apply |

Add Bemave | PBroperties |

WM Filtering
Thiz GPO i linked ta the following I filker:

I<none> ﬂ Open
. ml

| |
E;'Startl J QE Group Policy Management ”Bﬁ] Group Policy Object E... J ﬂ J ® 12:25PM

Restart the machine. Wait for a while until the machines appear on the web manager site.
The installations will start automatically.
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Creating Email Signatures

his chapter explains how to create email signatures and disclaimers that will be used in
Outlook and Outlook Web Access.

3.1 Create a new email signature

To create a new email signature, select the Signatures node, and click on the New button.
The New email signature wizard will start up:

1. Click Next in the Welcome screen.

2. Enter the email signature text. You can enter the text in two different formats: HTML and
RTF/plain text. The text in the HTML tab will be added to HTML messages, and the text in
the RTF/plain text tab will be added to rich text and plain text messages. You can apply
formatting in the RTF/plain text tab, but this will only apply to rich text messages. The
formatting will be removed for plain text messages. To copy text from the HTML tab to

the RTF/Plain tab (or vice versa), click on the button Copy to.. @

New template wizard- Step 2 of 3

|Uerdana v”
] 5] [ Apreview
HTML | RTF/Plain |
E
Disclaimer - %[]Date sent[MMMM d, yyyy]s
This ernail and any files transmitted with it are confidential and intended solely for %[]To and Cc: (name)[]%. If you
ara not the named addressee you should not disserninate, distribute, copy or alter this ernail. Any views or apinians
presented in this erail are solely those of the author and right not represent those of ®%[]Company name[]%.
Warning: Although %[1Cormpany name[]% has taken reasonable precautions to ensure no viruses are present in this
email, the company cannot accept responsibility for any loss or darmage arising from the use of this email or
attachrments,
Thiz distlsimer was added by Palicy Patrol: httpiffwww. policyp stral. carm
L4
HTML | HTHL source |
Cancel ] [ < Previous ] I Next > 1
4

13
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# Note

If you don’t enter any text in the HTML tab, there will be no signature added to HTML
messages. If you don’t enter any text in the RTF/plain text tab, thete will be no signature
added to rich and plain text emails. Because some email clients can only read plain text,
you must always enter a disclaimer text in the RTF/plain text tab, even if you only send
out HTML messages. However, you only need to enter your text once, since you can
copy and paste the text from one tab to another by clicking on the Copy to.. button.

From the toolbar, you can select font, size, color, bold, italic, and underlined. You can add
bulleted lists, numbered lists, indent and align text.

You can insert merge fields by clicking on the Insert Field icon and selecting the
relevant field. For more information on the available fields, see the ‘Fields’ paragraph in
this chapter.

New template wizard- Step 2 of 3

verdana vz vA-B ru=== §wB-B =
] 5] (2 “APreview

HTML | RTF/Plain |

Company city

Date/tirne Company country

Counters Company name

Other Company P.O. Box

- v v w

Kind regards,

Message Company state

a[]User full name[]% Carmnpany street

Cormpany zip code
% [Title[]1%
#[]Company name[]% Fax number
s[]Cornpany street[]1% "
s[lCompany city[1%, %[]Company state[1% %[1Company zip cade[]1% Manager email
Tel: %[]Telephane number[]%

Fax: %[JFax number1% Manager mobile
Ernail: %6[JUser ermail address[]% Manager name
http i/ wew. cormpany. corm

Manager phone

It is %[]Company name[]%'s policy to provide ocutstanding custorner service. I hope I provided Mobile phone

today. If you have any cormments about my performance, please do not hesitate to contact my o

name[]%. Phone: %[IManager name[]%. Email: %[JManager email[]%. Telephone number
Title

AL | HTrL sﬂurca‘ User email address

User first narme

User last name

If you are using fields in your disclaimer or signature, Policy Patrol includes a preview
option so that you can check whether the merge fields will be replaced correctly. To see
the preview, click on the Preview icon “A in the toolbar. A dialog will pop up asking you
to select a user. Select a user and click OK. You will now see the disclaimer/signature
with Active Directory merge fields replaced by the Active Directory information for the
user. Message fields will be replaced with test data. In case a merge field is still showing
in the preview, this means that the field has not been entered correctly. To go back to
the normal view, click on the Preview icon again.

14
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New template wizard- Step 2 of 3

Disclaimer

sclaimer template.

@d @G

HTML | RTF/Plain

" HTML
Cancel ] [ < Previous ] [ Mext =

7 Tip

If you are not sure whether a field will exist in every instance, you can specify a field
prefix that will only be entered if the field is replaced. For instance, if you wish to
include a mobile phone number for the user, but not every user has one, you could
enter the prefix in between the first square brackets of the field as follows:
%|Prefix]Field name[]%. For instance: %|[Mobile:]Mobile phone[|%. This will mean
that the text ‘Mobile:” will only be added if the user has a mobile phone number in the
user’s Active Directory, Exchange 5.5 or Lotus Domino properties.

To avoid an empty line when a field does not exist you must enter \n in the field
prefix %[]% (this stands for a line break and since it is entered in the prefix it will only
be applied if there is a field value). For instance if you want the user name to appear,
followed by the title field (if it exists), you can enter the following: %[|User full
name[]%%[\n|Title[|%. If you want to combine it with a field prefix, you must enter
this as follows: %[|User full name[]%0%[\nTitle:| Title[]%...

It is also possible to specify a default value in case a field does not exist. For instance,
if a user does not have a mobile phone number, you could enter ‘Not applicable’. To
do this, you must enter the default value in between the last square brackets of the field
as follows: %|[|Field name[Default value|%. For example: %[[Mobile phone[Not
applicable]%o.

Note that you cannot enter fields as a prefix or default value.
You can import texts from .txt and .html documents by clicking on the Import button in

the toolbar. Similarly, you can export the text to a .txt or .html file by clicking the Export
button in the toolbar.

15
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You can insert gif and jpeg pictures by clicking on the Insert image button. In Image
file, enter the path to the picture. Note that this picture must be located on the local
drive. Alternatively you can enter the URL to an image on a website. In Alt, enter the
text that you wish to appear as a tool tip. If you want a border to be applied to the
image, set a border width.

# Note
You can only embed images (i.e. use the Insert Image option) for Microsoft Outlook

signatures. If you are using Microsoft Outlook Web Access signatures, you must include a
link to the online image by using the Insert link option described below.

Add image

Select image
sel mage to add.

Irnage fils:

Ci\corporate-logo.jpg T
Alt:

Bloggs & Co

Border width:

o v

A

To add a link, click on the Insert link button. In URL: enter the URL to link to. Enter the
text to be displayed in Title and enter the description in Description.

Add link

URL:

hittp . Afww palicy patral.com G
Title:

Policy Patrol

Description:

Policy Patral Website

A

You can insert a table by clicking on the Insert table icon in the toolbar. You can select
the number of columns and rows and the border width. Tip: Even if you do not intend to
show any borders, you can add the Table with a border first, and then later change the
border to O in the HTML Code (click on HTML Source tab to see the HTML code); For
instance if you configured the table to have a border width of 1, you will see <TABLE
styl e="BORDER- COLLAPSE: col | apse" border=1 in the HTML code. When you have
finished designing your text and images in the table, change 1 to 0: <TABLE
styl e="BORDER- COLLAPSE: col | apse" bor der=0. When you click back on the HTML tab,
the table border will be gone.

16
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Murnber of colurmns: 2]

Murnber of rows:

Border width: [None] v

In the HTML tab you can directly edit the HTML source by clicking on HTML source at
the bottom of the dialog, for instance to add tables or bullets.

HNews template wizand- Step 2 of 3

isclaimer
mer kemplate.,

Vardans A-pszUEBeE-Faodd @
HTML RTF/Plain

<SPAN style="FONT-3IZE: 7.5pt; COLOR: gray; FONT-FAMILY: Verdana"><FONT size=1:Disclaimer -
% []Date sent[MMEM d, vyyy]s</FONT></SPAN></FONT>

<P></P><FONT 5ize=1><FONT face=Verdana color=gray><3PAN scyle="FONT-SIZE: 7.5pt: COLOR:
gray; FONT-FAMILY: Verdana">This ewail and any files <FONT size=lstransmitted</FONT> with it
are confidential and intended solely for <STRONG>%[]To and Coc:

(name) []%</STRONG></ SPAN></FONT><FONT face=Verdana color=gray><SPAN style="FONT-SIZE: 7.5pt;
COLOR: gray; FONT-FAMILY: Werdana">. If you are not the nawed addressee you should not
dissewinate, distribute, copy or alter this email. Any views or opinions presented in this
email are solely those of the author and wight not represent those of §[]Company nawe[]%.
Warning: Although %[]Company name[]% has taken reasonable precautions to ensure no viruses
are present in this email, the company cannot acecept responsibility for any loss or demage
arising from the use of this email or attachments.

<P>This disclaimer was added by Policy Patrol: <i
href="http:/fuww.policypatrol.com/ ">http: //www. policypatrol. com</Pe</ Ax</ SPAN> </ FONT></ FONT>

HTML sourcs |

[ cancel  J[ <Previous |[ Nets> ]

When you are ready designing your email signature, click Next.

3. Now you can select the Default font to be used for messages. You can select font type, font
size, color, bold, italics and underlined. A preview of the selected font is shown. When ready,
click Next.

17
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Font

Specify the defaulk font to be used with this signature,

Default font for messages:
Lucida Sans Unicode

sample text:

Cancel I [ < Previous ] [

Tk = ]

Q‘*" policy patrol

# Note

If you select the Signature template for new messages (see Chapter 4), the font selection
will be applied to new messages. If you select the Signature template for replies/forwatds,
the font selection will be applied to replies and forwards.

4. Enter the signature name and a description. Click Finish to create the Signature.

3.2

User Fields

The user fields are taken from the user’s properties in Active Directory. Below is a list of the user
fields that are included by default. You can add more (or remove) fields by going to Signatures
> Active Directory fields. More information on how to do this can be found below.

Default field

Description

Company nhame

Company’s name

Fax number

User’s fax number

Manager name

Name of user’s manager

Manager email

Email address of user’s manager

Manager phone

Phone number of user’'s manager

Manager mobile

Mobile humber of user’s manager

Telephone number

User’s telephone number

Title

User’s title

Email Address

User’s email address

User first name

User’s first name

18
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User full name

User’s full name

User last name

User’s last name

Company street

Company’s street address

Company P.O. Box

Company P.O. Box

Company city

Company’s city

Company state

Company’s state

Company zip code

Company’s zip code

Company country

Company’s country

Mobile phone User’s mobile phone
User initials User’s initials
Website URL Company website URL
321 Force upper case or lower case

If you wish certain fields to be displayed in upper case or lower case, you can add a ™ or a —
character to a field prefix, where ™ converts to UPPER CASE and — converts to lower case. For
example if you want the user name to appear in upper case, you can enter ™ in the prefix as
follows: % "~ User first nane[]% This will convert the value of the user name to uppercase,
i.e. USER NAME. If you wish to add the user name in lower case, you can enter — in the field
prefix as follows: % ~] User first nane[] % This will convert the value of this field to lower
case, i.e. user name.

3.22 Adding more Active Directory fields

Directory fields can be configured from Signatures > Active Directory Fields. Policy Patrol
already includes a number of merge fields taken from Active Directory. You can add more fields
by entering the Display name (this is the name that will be displayed in Policy Patrol) and the
Directory code (this is the actual code for the field in the Active Directory — note that these
codes are case sensitive). Click OK. You will now see the new field(s) when clicking on the
Insert field button in the toolbar.

Directory fields

irectory fields
ify directory fields.

Display name Directary code ~

User email address rnail

Manager rnanager
Company city |

Company country =]

Company name company
Company PO, Box postOfficeBox
Carnpany state st

Company street streetaddress
Company zip code postalCode

Fax number facsimileTelep
Mobile phone mobile
Telephone number telephoneMurn...
Title Title

User first name givenname
User full nsme o 3@

A

To find the correct Active Directory code, follow the next steps:

19
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1. Go to Start = Run.

2. Enter adsi edi t. nsc and click OK.

3. Expand Domain, expand the folder DC and expand folder CN=Users.

4. Right-click on the user and select Properties.

5. Scroll down the list to find the attribute that you want to add, for instance for the company

web site, the attribute is ‘WWWHomePage’'. Enter the attribute name as the Directory code in
Policy Patrol. Important: the attributes are case sensitive.

3.3 Editing an email signature

To edit an email signature, select the email signature and click on the Edit button. A dialog will
appear with the email signature text and default font selection. When you are ready making
changes, click OK.

3.4 Deleting an email signature

You can delete an email signature by selecting the signature in the list, and selecting Delete.
Remember not to delete a signature if it is selected for a user.

20



Applying Email Signatures

olicy Patrol Signatures can apply email signatures and default fonts for your entire
organization, Active Directory Groups and individual users. In this Chapter we describe
how to make your signature selections.

4.1 Selecting email signatures

To select which signatures should apply to which users, go to the Users node in Policy Patrol
Signatures. The company domain will be listed.

Apply global email signature: If you want to apply the same signatures for everyone in your
domain, you only need to select a signature in the ‘Signature New Message’ column, and a
signature in the ‘Signature Replies/Forwards’ column. The selections will automatically be
propagated to any sub groups and user members. The signature selection that is being
propagated will appear in bold.

# Note

Note that for Outlook Web Access, only the signature that is selected in the ‘Signature
New Message’ column is used, since this it the only option available in Outlook Web
Access.

Apply signature per group: If you want to apply different signatures for different Active
Directory groups, click on the plus sign next to the company domain and browse to the groups
for which you wish to configure an email signature. Select the relevant email signatures per
group. The selections will automatically be propagated to any sub groups and user members.
The signature selection that is being propagated will appear in bold.

Apply signature per individual user: If you want to apply different signatures for different
users, click on the plus sign next to the company domain and browse to the individual users for
which you wish to configure an email signature. Select the relevant email signatures per user.

Global signature with some group and individual signatures: A combination of all the
above configurations is also possible. For instance, if you want to apply one global signature,
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apart from one group and 5 individual users, you would first select the signature for the entire
domain, then browse to the relevant group and change the signature selection. Then you would
browse to the individual users and change their signature selection.

4.2 Applying changes

When you have made any email signature selection changes, you must apply them by clicking
on Apply.

If you want Policy Patrol to warn if there are multiple signature selections for the same user,
check the option Check for multiple signature selections. If you do not check for multiple
signature selections and a user has multiple signatures configured (e.g. if a user is a member of
different groups and each group has a difference signature selected), Policy Patrol will randomly
apply one of the selected signatures.

If you want to update the Outlook Web Access signatures, check the box Update Outlook Web
Access sighatures. Note that for Outlook Web Access, only the signature that is selected in the
‘Signature New Message’ column is used, since this is the only option available in Outlook Web
Access.

# Note

To update signatures in Outlook Web Access, the Exchange Server Client must be
installed on Exchange Server 2003, 2007 or 2010. For more information on how to install
the Exchange Server Client, please consult Chapter 2.

Click Start to begin the update process. Depending on the email client being used, the updates
will take effect within the following time frames:

e For Outlook users, the update will take effect within 5 minutes or less (this is the interval
that Policy Patrol checks for updates).

e For Outlook Web Access on Exchange 2007 and Exchange 2010 the change will be
instant.

e For Outlook Web Access on Exchange 2003, the update will take effect after the user logs
on.

4.3 Auto licensing

If you want to automatically apply the email signature selection to new users in your Active
Directory, you can check the box Auto license next to the domain (for the entire company)
or Active Directory group (only for new members of that group) in the User list. If the auto
license option is checked, Policy Patrol will automatically apply this signature selection for
any new users added to this group.
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Apply changes

Update Qutlook Web Access signatures.
Information

Start l [ Cancel ]

5 Policy Patrol Signatures manual
Version 1
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Event History

he Event History shows a list of events that occurred including the updating of signature
texts and selections as well as pushing out signatures to the various clients.

5.1 Events
The Event History lists the following events:
e When the Outlook client queries a new signature
e When a change in the configuration is applied

e When an Outlook Web Access 2003 signature is applied
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Server Administration

olicy Patrol includes some server options & settings that can be configured from the Policy
Patrol server node(s), including user security, system configuration and system
parameters.

6.1 Connection

In this section you can connect to the server configuration. Select the server you want to
connect to in the left column, and click on Connect. By selecting the option Auto connect to
this server when opening Policy Patrol Administration, the Policy Patrol Administration
Console will automatically connect to this server.

It is possible to add several configurations to the same Administration console. To add more
servers go to the Policy Patrol node and click on Add Server. Enter the Server name and IP
address. The server will now appear in the left column.

[“1 Add server

‘e Specify server settings.

Server name:
SERWEROL
Computer IP address or name:
10.0.0.5]
Help ] [ Ok l [ Cancel
6.2 User security

In User security you can give selected users access to the Policy Patrol Administration console
and grant them certain permissions within the Administrations console. Policy Patrol user
security is implemented at three levels; user access rights, component rights and folder rights.

25



Q‘*" policy patrol

6.2.1 User access rights

When a user connects to a Policy Patrol server, they will be asked for log on credentials. The user
can log on with the current credentials or specify another user name and password. Policy Patrol
will then check these credentials to see if the user is permitted to access the Policy Patrol
Administration console.

[®) Use my current credentials

(T3 Use the following credentials:
User name:

Password:

-

By default only the members of the Administrator group are allowed to connect to Policy Patrol
installations. To define which users have access rights, follow the next steps:

1. Select <server name=>, expand Security and click on User security.

Security

Security
&5

User name /| Administrator
& SERVER\Administratar
& SERVERYlohn Doe
L SERVERNMary Smith

2. To add a user with access rights to Policy Patrol, click on Add. Select the users you wish to
add and click OK. To remove a user from the list, select the user and click Remove.

3. To give the user Administrator rights, select the user and tick the check box Administrator
rights. The user icon will now include a small lock to indicate that it has administrative
rights. Policy Patrol Administrators have full access to all components and folders and cannot
be denied any permissions. You must make at least one user an Administrator so that this
user will always be able to access all options in Policy Patrol.

# Note

If you wish to grant a user from another domain access rights, you can right-click in the Security
list and select Add other. This will allow you to specify a user by entering the user name in
DOMAIN\Username format.
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Security

User narme — /| Adrninistrator
% Add ather...
A
6.2.2 Component access rights

Now that you have set the access rights to the Administration console, you can specify which
Policy Patrol components (i.e. tree nodes) each user has access to. By default, each user has
access to all components. To change the access rights for a certain component, follow the next
steps:

1. Right-click the component (for instance Signatures) and choose Component properties...

Rules properties

' Component properties

Component prope... User name S Wiew Ceate Edit Delete Qwner

Modified

Permissions allow  Deny

Wiew
Create
Edit
Delete

EE&ER
ooood

Folder owner

A

2. Go to the Security tab. By default the (Everyone) group has full access to the component.
To change permissions, select the group and change the Allow/Deny permissions. The
following rights can be applied:

Right Description

View View items

Create Create new items

Edit Edit existing items

Delete Delete items

Folder owner Change folder permissions

Policy Patrol Signatures manual
SO Cgr i) Version 1
27



Q‘*’ policy patrol

If you only wish certain users to have rights to the component, click on Add and select the
user(s) with the permissions. Select Allow or Deny for the relevant rights. Then select
Everyone and click Deny for all rights.

If you wish all users to have access to the component apart from a couple of exceptions, click
on Add and select the users to be denied access. Select the user(s) and tick the Deny check
boxes.

A Folder owner has the right to change the component permissions for the component.
Therefore, if you wish to deny permissions for a user, you must also select Deny for the
Folder owner right.

Remember that each component needs to have at least one Folder owner and that
Administrators cannot be denied any permissions.

When you have finished editing permissions, click OK.

6.3 Licensing

To enter your serial number in Policy Patrol, select Security > Licenses from the menu. Click
Add. Now enter your serial number. If you have received your serial number via email, you can
copy it and click on the ‘Paste’ button. The number will automatically be pasted into the dialog.
Click OK to add the license.

Add license

';. Add license
Specify license number,

Serial number:

- - - -

To find out how many user licenses you are currently using, go to the Users node. In the top
right corner it will list the number of users that are licensed (i.e. configured to use a signature)
as follows: x out of x licenses used. For example, if you have configured signatures for 15 users
and you have a license for 25 users, it would read: 15 out of 25 licenses used.

6.4 System configuration

System configuration options are found in <server name=> > Advanced > System
configuration.

In the System Notifications tab you can specify the options for system notifications. In the From:
field, enter the sender of the email. In the To:, Cc: and Bcc: fields, enter the recipients for the
system notifications. For internal recipients you can also click on ... and select the recipient from
the user list. The recipient addresses entered here will also be taken as the Administrator
address(es) when sending notification messages.

The Modified tab displays when and who last updated the component.
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6.5 System Parameters

System parameters are found in <server name> > Advanced > System parameters. Policy
Patrol system parameters are similar to registry keys and must not be changed unless you are
asked to do so by Policy Patrol technical support staff.

Policy Patrol® is a registered trademark of Red Earth Software®. Copyright © 2001- 2010 by Red Earth Software.
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